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This guide provides instructions on how to access certain documents 
prepared by the Office of the Auditor General of Canada that are 
controlled, and that are distributed to audited entities in electronic 
format using the Controlled Document Interface (CODI). 
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I. Introduction 

Certain documents prepared by the Office of the Auditor General of Canada (OAG) 
are considered OAG controlled documents. They are subject to restrictions and 
controls when distributed outside the OAG. They include key audit documents such 
as draft audit reports. The OAG distributes these documents to audit entities in 
electronic format using the Controlled Document Interface (CODI). 

All entity officials are responsible for ensuring the confidentiality of OAG controlled 
documents entrusted to their care. At the beginning of a performance audit or 
special examination, your deputy head or the head of your Crown corporation signed 
a letter accepting responsibility for maintaining the confidentiality of OAG controlled 
documents. None of the information in OAG controlled documents can be copied or 
reproduced, either in whole or in part, without the OAG’s prior written consent. 

II. Technical requirements 

Entity recipients of electronic controlled documents need an email address, a 
browser, and Adobe Reader to access the documents. Adobe Reader version 11 is 
strongly recommended. Recipients will not be able to access the documents 
with Adobe Reader versions 10.1 or below. 

Important note: Access to CODI’s features (registering entity officials and opening 
protected documents) is allowed by default in Canada and the United States. 
Individuals who need to access electronic controlled documents while outside 
Canada need to advise the OAG audit team. Some restrictions may apply, including 
limited access to the document, depending on the country. 

III. Key steps and dates for the electronic delivery of the 
OAG controlled document 

Step Details 

The OAG audit 
team contacts the 
Entity’s OAG 
Liaison to request 
a list of all 
officials who 
need access to 
the document. 

The Entity’s OAG Liaison is responsible for coordinating and 
providing to the OAG audit team a list of all entity officials who 
need to review the document. 

The OAG will provide a CODI Email Validation Form template to 
capture this list of entity officials. See Appendix A. 

The OAG requires each official’s work email address, name, and 
title. The Entity’s OAG Liaison is responsible for ensuring that all 
email addresses are correct. Please do not add any numbering, 
spaces, or accents when entering the email addresses into the 
CODI Email Validation Form. 
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Step Details 

Important note: If your organization wishes to share OAG 
controlled documents with non-entity officials (for example, 
members of the departmental audit committee), your Entity’s OAG 
Liaison MUST confirm the identities of those officials by ticking the 
confirmation box at the bottom of the CODI Email Validation Form. 
By “non-entity officials,” we mean individuals without a Government 
of Canada email address. 

By using the CODI Email Validation Form and ticking the 
confirmation box at the bottom, the Entity’s OAG Liaison is 
confirming that 

• the email addresses of the proposed non-entity recipients are 
correct, 

• the email addresses belong to and are controlled by the 
proposed non-entity recipients, 

• the proposed non-entity recipients have the appropriate 
security clearance, and 

• the proposed non-entity recipients have a need to know. 

The OAG audit team will not register non-entity officials unless the 
form has been used.  

A generic system 
email will be sent 
to entity officials 
on the list, asking 
them to register. 
This email will be 
followed by a 
second email 
asking them to 
activate their 
accounts. 

Officials on the list will receive a generic “do not reply” email 
inviting them to register by providing their first and last names 
and by creating a password. Officials have 30 days to register. 

Immediately after registration, users will receive another email 
asking them to activate their accounts. Once they register, officials 
have 1 day to activate their accounts. 

If officials wait longer than 30 days to register, or longer than 1 
day to activate, their invitations will expire. If an official’s status is 
expired, then the official needs to contact the OAG audit team.  

See Appendix B for examples of these steps. 

During an audit, officials need to register only once in the CODI 
system. After that, they will enter the same username and 
password to view any OAG controlled document sent to them 
through the CODI tool. Officials should ensure that they 
remember their usernames and passwords. 

For security reasons, officials who remain registered in the CODI 
system for more than one year will automatically be sent an email 
asking them to re-register and create a new password. 

The OAG audit 
team emails the 
document to 
registered entity 
officials. 

Entity officials will receive an email with the password-protected 
document attached. When they click to open the attachment, they 
will be asked to enter their usernames and passwords. 

The Entity’s OAG Liaison is responsible for sending the 
password-protected document to non-entity officials. The 
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Step Details 

OAG audit team will register the non-entity officials in CODI but will 
not send the officials the document. 

Officials will be asked if they wish to view the document offline. 
This means that for limited periods of time—usually 3 days—
officials can view the document when they are not connected to 
the network. They should click “Yes.” If they do not choose 
this option, it cannot be undone. 

See Appendix C for examples of these steps. 

If officials forget their passwords, they can contact the OAG audit 
team to request a password reset. Officials will receive an email 
inviting them to re-register in the system, which will allow them to 
reset their passwords. 

IV. Managing the list of officials who need access to the 
documents 

Prior to the delivery of each controlled document, the OAG audit team will send the 
Entity’s OAG Liaison the CODI Email Validation Form. The form will be blank for the 
first document sent, but after that, the team will send the existing list and ask the 
Entity’s OAG Liaison to update it with the names of officials who need to review 
subsequent documents. 

In some cases, officials may need to be added to the list so that they can view a 
document, and in other cases, officials may need to be removed (for example, 
officials who have left the organization). 

At any time, officials can contact their Entity’s OAG Liaison and request that they or 
another official be added to, or removed from, a document. The Entity’s OAG Liaison 
will then contact the OAG audit team to request the change.  

If the entity requires that a non-entity official be added, the Entity’s OAG Liaison 
MUST use the CODI Email Validation Form and confirm the official’s identity by 
ticking the box at the bottom of the form. 

V. Working in the document offline 

Offline access allows officials to review documents during weekends and during 
travel. 

To work offline with the document, users must first open it at least once while it is 
connected to the Internet. This confirms that the user has access to the document 
on this device and starts the clock for offline use. After this, for the entire period of 
authorized offline use, the document can be opened and closed without entering a 
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username and password. Note also that each time the document is opened while the 
device is connected to the Internet, the offline access period restarts and permits 
another three days of offline access. 

VI. What to do if officials are experiencing problems working 
with the document 

A. If the problem is related to Adobe Reader, officials should contact their entity 
Help Desk or consult Adobe support information online. 

B. If the problem is related to the registration process or access to the controlled 
document, officials should contact the OAG audit team. 

Note:  Officials who need to access electronic controlled documents while outside 
Canada need to advise the OAG audit team. Some restrictions may apply, 
including limited access to the document, depending on the country. 

VII. Adding and sharing comments in the controlled document 

When the OAG shares a controlled document with entity officials, the document is in 
read-only mode and protected to prevent copying, printing, and unauthorized 
sharing of the document. Adobe Reader allows comments to be entered into the 
document. The document, with comments, can be shared with other authorized 
entity officials, as long as they are registered to view the document. To do this, 
officials should save the OAG controlled document to their desktop and rename it, as 
appropriate. Then they can add comments, save the document, attach it to an email, 
and send it to another official who is registered to view the document. The OAG will 
not be able to see the comments entity officials add unless a version is attached to 
an email and sent to an OAG official. 

To learn more about how the commenting function works, officials should contact 
their entity Help Desk or consult Adobe support information online. 

VIII. Providing comments on documents to the OAG audit team 

The entity is responsible for determining what process it will use to review and 
obtain comments from officials on the document, if appropriate. Once this process is 
complete, the Entity’s OAG Liaison should collate all comments and provide the OAG 
with a single document. This can be done by embedding the final comments in the 
protected draft, saving and attaching it to an email to the OAG audit team, or by 
preparing a separate, unprotected document. If the latter approach is used, we 
remind entities that none of the information in OAG controlled documents can be 
reproduced. Therefore, any references to OAG draft content should be limited to 
paragraph or page numbers. 
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IX. Revoking access 

Access to controlled documents will normally be revoked the day after the report is 
tabled in the House of Commons or, for special examinations, the day after the 
report is provided to the Board of Directors. The OAG reserves the right to revoke 
access sooner. 

We recommend that officials delete the copies of password-protected OAG 
documents after the OAG revokes them, as they will no longer be accessible. 

X. User feedback 

To improve this tool, the OAG would appreciate any feedback you may have. Please 
share any comments with your OAG audit team contact. 
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Appendix A— CODI Email Validation Form (entity officials list)  
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Appendix B—User registration and activation process 

Registration email 
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User registration 
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Activation email 
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Appendix C—Opening a document 
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